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1. POCETAK - INSTALACIJA RDC ROOT CERTIFIKATA

Na stranici Registra digitalnih certifikata http:/rdc.fina.hr kliknite miSem na

RDC CA certifikat (Slika 1.):

vij@sti . = - w
mmfFina e-servisi - % dlgltagl

outsourcing _.' (8] cvaki dan s FINOM
Registar certifikata

» Dpca pravila pruFania usluga cerificirania (Certificate Policy)
= Pravilnik o administriranju korisnika i cedifikata

= Pravilnik o zastiti tajnih osobnib podataka

s Reference, kratice i definicije

Dokumenti i obrasci

» Fahtjev 7a izdavanje poslovnog cerifikata
» Zahtjev za izdavanje osdbnog cedifikata
= fahtjev 73 izdavan)e cedifikata za posluZitel
= Ugovor o obavljanju usluga cedificiranja za poslovne subjekte
e Lhvjeti pruZanja usluga cerificiranja poslovnim subjektirma

e Ugovor o obavljanju usluga cerificiranja za fizicke osobe - gradane
e Lhyjeti pruZanja usluga cedificiranja fizickim osobama - gradanima

P ROC CA certifikat

= Preuzimanje digitalnog certifikata
= Preuzimanje cerifikata za Veb posluZitel]

Poslovni: | " Traii] (B pratraZivanie mofete karistiti * , npr. a*, i *3,
kg
Osobni: | " Trail] (ori pratraZivaniu mofete karistiti ¥, npr. av, il *a,
Woratr)

Slika 1._http:/rdc.fina.hr

Dobit Cete sljededi prozor (Slika 2.):

File Download x|

Some filez can harm your computer. |f the file information below
lmoks suzpicious, or pau da nat fully trust the source, do not oper or
zave this file,

File name: RDCca.cer
File type:  Security Certificate

Frarm; rdc fina.hr

& Thiz type of file could harm vour computer if it contains
malicious code.

Wiould vau like to open the file ar zave it ko your compter?

Open |

¥ | &lways ask before opening this bpe of file

Cancel More Info

Slika 2. File Download

Kliknite miSem na Open i dobit ¢ete sljedeci prozor (Slika 3.):



General | petails | Certification Path |

®,
Certificate Information

This certificate is intended to:

*Ensures the identity of a remote computer ﬂ
*Proves your identity ko a remote computer

*Ensures software came From software publisher

*Protects software From alteration after publication

+Protects e-mail messages

*Allowes data to be signed with the current time ;I

Issued to:

Issued by: RDiC

¥alid from 21.07.2003 to 21.07.2023

RLnZ

Elnstall CertiFicate...EI Issuer Statement |

Slika 3. Certificate

Kliknite miSem na Install certificate i dobit Cete sljedeci prozor (Slika 4.):

ate Import Wizard

x|

Welcome to the Certificate Import
Wizard

This wizard helps wou copy cerkificates, certificake trusk
lists, and certificate revocation lists From wour disk ko a
certificake store.

& cerkificake, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure nebwork:
connections. & cerkificate store is the syskem area where
certificates are kept.

To continue, click Mext.

< Back

Cancel |

Slika 4. Certificate Import Wizard

Kliknite miSem na Next i dobit éete sljedeéi prozor (Slika 5.):




Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or wou can specify a location For

£+ Auktomatically select the certificate store based on the bype of certificate:

i~ Place all certificates in the Following store

Zertificabe store;

Erowse, .. |

= Back I Mext = I Zancel

Slika 5. Certificate Import Wizard — Certificate Store

Kliknite miSem na Next i dobit ¢ete sljedeci prozor (Slika 6.):

Certificate Import Wizard

Completing the Certificate Import

Wizard

You have successfully completed the Certificate Import
wizard,

You have specified the Following sekkings:

Certificate Store Selecked  Automatically determined by
Zonkent Zertificate

| I ~

< Back Cancel

Slika 6. Certificate Import Wizard — Completing

Kliknite miSem na Finish i dobit ¢ete slijedeéu poruku (Slika 7.):



Certificate Import Wizard x|

@ The import was successFul,

Slika 7. Certificate Import Wizard — Completing

Tom porukom Windows program potvrduje da je certifikat uspjeSno instaliran.

2. POSTAVKE ZA PROVJERU ELEKTRONICKOG POTPISA U PDF DOKUMENTU

2.1. Postavke u Adobe Readeru v.6.0

Da bi se dobila ispravna verifikacija potpisa dokumenta u PDF formatu, potrebno je napraviti sljedece:

Otvorite Adobe Reader v.6.0.

Iz izbornika odaberite Edit > Preferences (Slika 8.):

B Adobe Reader
File B=s[® Yiew Document Tools Window Help

™ Unda iz ) T select Text -

¥ Redo Shift+Chr+Z

Zut Chrl42

Copy ChrH-C

| Paste

Chel+

Delete

Copy File bo Clipboard

Select Al Chrl+-a

Deselect All Shift+CErH-&

Look Up Definition. ..

Search Chrl+F

Search Resulks L4

| Preferences. .. Chr|+K |

Slika 8. Izbornik Edit — opcija Preferences

U prozoru Preferences na popisu s lijeve strane odaberite Digital Signatures i podesite opcije kao $to je
prikazano na sljede¢em prozoru (Slika 9.):



— Appearance

Faorms il e

Full Screen
General Edic..
Identity
Internet Duplicate
JawasScripk
Page Display Delete
Reading LI —
Search
Smoothing — Signing Methad
Startup
Trust Manager Default Method to use when signing:
Units
Updates

i

— Werifying Signatures
[v erify signatures when the document is opened
When Yerifying:
" Use the document-specified method, prompt: if it is not available

" Use the document-specified method, use the default method if it is nok available

' Always use the default method {overrides the document-specified)

Defaul; Method For Yerifying signatures: IWindows Certificate Security j

advanced Preferences. ..

oK I Caneel |

Slika 9. Podesavanje postavki: Edit > Preferences > Digital Signatures

Zatim kliknite na Advanced Preferences i podesite opcije (Slika 10.):

Digital Signature Advanced Preferences 3 ﬂ

— Verifying Signatures

I | Ignore the expiration dates of 'Self-Signed' Certificates when verifying signatures;

v Require certificate revocation checking for walidation

— Microsoft Windows Certificate Security
IV Enable importing of identities From the Windows Certificate Store into the Acrobat Trusted Identities list
Trust ALL root Certificates in the Windows Certificate Store For the Following operations:

¥ alidating Signatures
¥ validating Certified Documents

& If either of these options are selecked Acrobat could potentially treat content From companies that
hawe Certificates installed in Windows as trusted, Care should be taken in enabling this Feature.

— Reset Digital ID Options

Reset | Resets options related ko Digital IDs, including impart and default method settings.

Help | 0K I Cancel

Slika 10. Podesavanje postavki: Digital Signature>Advanced Preferences

Promjene potvrdite klikom miSa na OK.
Zatvorite Adobe Reader v.6.0.



Nakon prvoga sliedec¢eg pokretanja Adobe Acrobat Readera i ulitavanja dokumenta dobit ¢e se ispravna
provjera elektroni¢kog potpisa dokumenta.

2.2. Postavke u Adobe Readeru v.7.0/v.8.0/v.9.1

Da bi se dobila ispravna verifikacija potpisa dokumenta u PDF formatu, potrebno je napraviti sljedece:

Otvorite Adobe Reader v.7.0/v.8.0 /v.9.1.

Iz izbornika odaberite Edit > Preferences (slika 11.):

* Adobe Reader

File | Edt View Document Tools wWindow  Help

Undo Ckrl+-Z L E) @ Imgo..-;._, -

Redo Shift+Ckrl+2

=10l x|

Zut

Chrl-

copy Chrl+i
3 Paste Chrly

Delete

Copy Filz ko Clipboard

Select all Chrl+ay
Deselect Al Shift+CErl+a

Check spelling
Look Up Selected Word. .,

Find Ckr+F
Search Shift+Ckrl-+F

Search Results

Preferences. .. kK

Slika 11. Izbornik Edit — opcija Preferences



U prozoru Preferences na popisu s lijeve strane odaberite Security (slika 12.):

]

Categories: i~ Digital Signatures
Documents ¥ Werify signatures when the document is opened
Rlecreen I™ Wiew documents in preview document mode when signing
General
Fage Display Appeatrance
Mew. .. |
a0
Accessiblity .
Forms Edit... |

Identity
International Duplicate |
Internet
JavaScript Delete |

Measuring (200

Measuring {30}

Meeting advanced Preferences. ..
Multimedia

Mulkimedia Trust
Onling Services
Reading
Reviewing
Search

Spelling
Trust Manager
Units

cres_|

Slika 12. Podesavanje postavki: Edit > Preferences > Security

Zatim kliknite na Advanced Preferences, odaberite Windows Integration i podesite opcije (slika 13.):

Digital Signatures Advanced Preferences 1[

Werification I Creation  Windows Integration I

¥ Enable searching the Windaws Certificate Stare For certificates other than yours
Trust ALL rook certificates in the Windows Certificate Skare For the Following operations:
v walidating Signatures
v ‘alidating Certified Documents

1" If either af these options are selected content Fram companies that have certificates inskalled in
‘Windows may be treated as trusted content., Care should be taken in enabling this Feature.

Help | [a]4 I Cancel |

Slika 13. Podesavanje postavki: Security> Advanced Preferences>Windows Integration

Promjene potvrdite klikom miSa na OK.
Zatvorite Adobe Reader v.7.0/v.8.0/v.9.1.

Nakon prvoga sliede¢eg pokretanja Adobe Readera i ulitavanja dokumenta dobit ¢e se ispravna provjera
elektroni¢kog potpisa dokumenta.



3. PROVJERA ELEKTRONICKOG POTPISA

3.1. Provjera elektronickog potpisa u Adobe Readeru v.6.0/v.7.0/v.8.0i v.9.0

U Adobe Readeru otvorite trazeni dokument.

Ako se Kkoristite verzijama v.6.0 i v.7.0, s lijeve strane dokumenta kliknite miSem na Signatures (slika 14.), a

ako se Koristite verzijama v.8.0 i v.9.1, s lijeve strane dokumenta kliknite na (slika 15.):

=L Rl Edk Mew Occomerc ook Window  Heb
i = B #aE SN T 5 5@ R = . @ 4
Pt W = @ P22 Tiseectred o (IW L - | ] [Ll[[ 8 122% @ i
| Godina
4
B
£ Opis
&
2002 2003
i
bi A, Podaci o imovini i izvorima sredstava
= 1. ¥mjednost ukupne imovine 59,563 70.443
% 2. Dugotrajna imovina 39,584 26.330
& 2 Krathotrajna imovina 19,679 44 113
] 3.1. Zalihe 0 0
E 3.2 Polrazwana od kupaca 8 0
Il I 4 Gubital iznad visine kapitala 0 ]
b Kapital | rezerve 35182 40 082
5. Dugorcine obveze 0 0
7. Kratkorotne obveze 23381 20481
7.1 Obveze prema dobavijadima 0 3.205
7.2 Obvere prema kreditim nstitucjama 0 0

Slika 14. Opcija Signatures



o BON- 1 LANISTE gl - Adobee Reacder
Fle Edk Yiew Documst Took Window Help

= | - Wiy @®Ew | B -

mumfFina

CREDIT WORTHINESS DATA

I. GENERAL DATA ON ENTREPRENEUR

Il. BUSINESS DATA AND INDICATORS FOR THE YEAR 2008
lll. INFORMATION ON EMPLOYEES

IV. BUSINESS DATA FOR THE PERIOD 1-VI 2009

V. CASH BALANCE

|. GENERAL DATA ON ENTREPRENEUR

g2exiigsn  4f

Slika 15. Opcija Signatures

Otvorit ¢e se dodatno polje s podacima o potpisniku dokumenta.

Moguce su dvije situacije:

I. Na pocetku retka Signature1, Signed by..., prikazana je zelena kvaCica  (slika 16.): J

BON-1 LANISTE.pdf - Adobe Reader
File Edit Wiew Document Tools Window Help

= BN R N N2 = R -
I! Signatures x

Optionz ~

E/ [ Signatures =

The Following people have digitally counter-signed this document,
™ = & Signed by YESMA PETREC 1.15345.17248.1 <vesna.petrec@fina.hr>
Signature is valid:
Time: 2009.09,02 08:44:27 +02'00"
Reason: I am the authar of this document

Field: Signature? (invisible signature)
Document revision: 1 of 1

Slika 16. Signature1, Signed by... — na pocetku retka je zelena kvacica
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Zelena kvacica znaci da ste pravilno podesili postavke za provjeru potpisa i certifikata i da ne trebate provoditi
postupak koiji je opisan u tocki Il. (u nastavku ove Upute).

Vide se podaci o potpisniku dokumenta i o valjanosti potpisa: (Signature1, Signed by — potpis, Signature's
name-— naziv potpisnika, Signature valid — potpis valjan).

Il. Na pocletku retka Signature1, Signed by..., prikazan je upitnik ? (slika 17.):

g BON-1 LANISTE.pdf - Adobe Reader
File Edit Wiew Document Tools  YWindow Help

I! Signatures
A - o

The following pecple have digitally counter-signed this document,
™ B J‘i Signed by YESMNA PETREC 1.15345.17248.1 <vesna.petrec@fina.hr>
Signature walidity is unknown:
Tirme: 2009,09,02 08:44:27 +02'00°

Reason: 1 am the author of this document

Field: Signature? {invisible signature)

Docurnent revision: 1 of 1

Slika 17. Signature1, Signed by... - na pocetku retka je upitnik

Upitnik znaci da trebate podesiti postavke za provjeru potpisa i certifikata onako kako je opisano u nastavku: 3.
1. 1. POSTAVKE ZA PROVJERU POTPISA | CERTIFIKATA.

11



3. 1. 1. Postavke za provjeru potpisa i certifikata u Adobe Readeru v.6.0

Desnim klikom miSa odaberite redak Signature1, Signed by..., i nakon toga opciju Properties (slika 18.):

:mndohe Reader CE - [BON-1 putem Interneta i potpis-revidiran 14.1.05.pdf]
@ File  Edit Wiew Document Tools Window Help

: 2 Open HSaveaCopy [ Pint (‘ Etmail ﬁ Search Q i E E = 3% - @
: %Y @eﬂooks -
4 Options =

=/ 1 signed signature field in the document

Rt - ignaturel, Signed by B

Yalidate Signature

Yiew Signed Yersion

—

' Pages\zi Layers\i Signa‘tures\! Bookmarks

Slika 18. Opcija Signature1, Signed by — Properties

Otvorit ¢e se prozor Signature Properties (slika 19.):

Signature Properties

X

— Walidity Status

Signature validity LIMKMOW.

- The document has not been modified since this signature
was applied.

- The signer's identity is walid, but vou have nok trusted the
signer's Certificate for the purpose of creating signatures.,
Click "Trusk Identity' ko review or change yaur trusk
settings,

— Additional Information

Signed by: | RGFI IZVIESTAIL Show Certificate. ..

Date! I 2005.01.14 17:02:20 2 Trust Identity...

Reason: I BoM1

Location: I HR.

Signer's Conkact information: I Mok available

Detection and prevention: I Mone

Yalidation Method: I Default Certificate Security (Adobe,PPELke)

& Click *Show Certificate’ to view more detailed information about the signer,

— Document Yersioning

Document revision 1 of 1 Siew) Signed Yersion |

Leqgal Mokice. .. |

Clase

Slika 19. Signature Properties

(U ovom primjeru radi se o elektroni¢kom potpisu FINA-ine aplikacije 'RGFI IZVJESTAJI'")
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Kliknite miSem na opciju Trust Identity.

Otvorit ¢e se prozor Edit Certificate Trust s podacima o vlasniku i izdavacu certifikata te o namjeni certifikata

(slika 20.):
I

Conkack Mame: I

Certificate Issued To: IRGFI IZYIESTAIL, FINA

Certificate Issued By: I FIMA

Allowed Usage: ISign transaction, Encrypt keys

add Contact, .. Certificate Details. . .

IV Trust signatures created with this certificate;

[ Trust Certified Documents authored with this certificate
[T Trust dymamic content signed with Ehis cettificate

™| Tirwst embedded Javascript signed with this cerbificate

(w4 I Zancel

Slika 20. Edit Certificate Trust

Kliknite miSem u kvadrati¢ Trust signatures created with this certificate.
Kliknite na opciju OK.

Tako cete se automatski vratiti na prozor Signature Properties.

U prozoru Signature Properties kliknite na opciju Close.
Desnim klikom miSa odaberite redak Signature1, Signed by...
Odaberite opciju Validate Signature (slika 21.):

jmndohe Reader CE - [BON-1 putem Interneta i potpis-revidiran 14.1.05..pdf]

@File Edit Yiew Document Tools Window  Help
’}Open HSaveaCDpy |1, Prirt @:Emaﬂ ﬂSearch

O EY ‘ @eﬂooks -

EQ';_.IJEGSE% Sy

Options » X

=/ 1 signed signature field in the document -
BRRE-0natrel, Signed by RGEL [2Y STAJ, 2005,01.14 17 i i :
Signer's name: REFI 1ZVIESTAT

G oSanare Feld

# # Signature validity is unknown; ol R
® / Time: 2005.01.14 17:02:20 2 TG
Reason; BOM1 Broperties. .

Location: HR

Document revision: 1 of 1
Sighing method: Default Certificate Security

s

' Pages\zi Layers\l Signa‘tures\‘ Bookmarks

Slika 21. Validate Signature



Dobit Cete prozor Signature Validation Status (Slika 22.):

Signature Yalidation Status x|

Signakure is WALID,
- The document has not been modified since this signature was applied.
- The signer's identity is walid,

Legalmnncel Signature Properties. .. | Close

Slika 22. Signature Validation Status

Kliknite na opciju Close.

Nakon toga postupka dobit éete ispravnu provjeru elektroni¢kog potpisa dokumenta. Na pocCetku retka
Signature1, Signed by..., nestaje znak upitnika i pojavljuje se zelena kvadica, a u nastavku retka vide se
podaci o potpisniku dokumenta i o valjanosti potpisa (Signature1, Signed by — potpis, Signature's name -
naziv potpisnika, Signature valid — potpis valjan) (Slika 23.):

B adobe Reader - [BON-1 833819.pdf]

ﬁFihe Edit Wiew Document Tools Window Help
Dooen Bl (= @ P [meeeires <@ R - ] [0 @
Options =

E# 1 signed signature field in the document
El 4 Signaturel, Signed by RGFI IZVJESTA, 2005.01.14 17:02:20 7, Signature valid,
Signer's name: RGFI IZVIESTA
¥ n y
g <IYHEUreE | U%U.
® A Time: 2006.01.14 17:02:20 7
Reason: BOM1
Location: HR

Document revision: 1 of 1

Bookmarks o |

Signing method: Default Certificate Security

l F‘ages‘?ﬂ Layers\'i Signatures

Slika 23. Ispravna provjera elektronickog potpisa



3.1. 2. Postavke za provjeru potpisa i certifikata u Adobe Readeru v.7.0

Desnim klikom miSa odaberite redak Signed by...i nakon toga opciju Properties (slika 24.):

| Adobe Reader - [BONPLUS FESTO. pdf]

7'; File Edit ‘iew Document Tools  Window  Help
5 ol e - [*
= H SaveaCopy [ ‘3_. iﬂ Search ‘ %) |Ib Select Ej @l% »

¥ou cannot save data byped inko this Form,
Please print vour campleted Farnn if vau would like a copy Far wour recards,

=] Recipient Signatures

The Follmwing people have digitally counter-signed this document,
2%

Signature walidity is unknown: Yalidate Signature

Time: 2006,12,07 17:02:43 +0

Reason: I.am the author of this

Wiew Signed Yersion

I Pages\li Signatures

Properkies, ..

Figld: Signaturez{invisible signa

Docurnent revision: 1 of 1

Slika 24. Signed by — Properties

Otvorit ¢e se prozor Signature Properties (slika 25.):

Signature Properties

% Signature walidity is UMKMOWR,
Q

Document | Signer | Date/Time || Legal

Signed by:  [DRAGUTIN KOWACIC 1.61.98.5 <drago.kovacic@Fina, hr Shows Certificate. .

Reason: |I am the author of this document

Date: |2006.l'12.l'0? 17:02:43 +01'00" Locakion: |N0t available
Walidity Surnmary

;@'/ The Docurment has not been modified since this signature was applied.

A The Signer's Identity is unknown because it has not been included in your list of Trusted
Identities and none of its parent Certificates are Trusted Identities,

/& Signature dateftime are from the clock on the Signer's computer,

Signature was created using Adobe Acrobat 7.0,

[ Verify Signature ] [ Close ]

Slika 25. Signature Properties

Kliknite miSem na opciju Show Certificate.



Otvorit ée se prozor Certificate Viewer, u kojem treba odabrati opciju Trust (slika 26.):

Certificate Yiewer

This dialog allows you to view the details of a Certificate and its entire issuance chain. The
details shown correspond to the selected entry.

Show all certification paths found

= FINA General | Details | Revocation

. Paolicies | Legal Maotice
DRAGUTIM KOVACTC 1.¢

This certificate is nok trusked.

Trusk Setkings

Sign documents or data
Certify documents

Execute dynamic content that is embedded in a
Certified docurment

Execute high privilege JavaScripts that are embedded in
3 Certified document

X XXX

[ add to Trusted Identities. ..

S *

The selected certificate path is walid,

The path validation and revocation checks were done at 2006/12/08 14:29:19 +01'00°

Slika 26. Certificate Viewer > Trust

Nakon klika miSem na Add to Trusted Identities dobijemo sljedeci prozor (slika 27.):

Acrobat Security

If wou change the trust settings, you will need to revalidate any signatures to
' see the change.

Trusting Certificates directly From a document is usually urmwise. Are wou sure
wou wankt ko do this?

| oK q [ Cancel ]

Slika 27. Acrobat Security

Kliknite na OK i otvorit ¢e se prozor Import Contact Settings (Slika 28.):

16



Import Contact Settings

Certificate Details
subject:  DRAGUTIM KOWASIE 1.61.98.5 <drago.kovacic@fina. hr =
Issuer: FINA
Usage:  Sign document

Expiration: 2003.03.14 12:42:10 7

Trust this certificate For:

Signatures and as a trusted root
[]certified documents

(o] [ow

Slika 28. Trust > Add to Trusted Identities

Kliknite miSem u kvadrati¢ Certified documents.
Kliknite na opciju OK.

Ponovnim klikom na OK u prozoru Certificate Viewer automatski Cete se vratiti na prozor Signature
Properties.

e U prozoru Signature Properties kliknite na opciju Close.
¢ Desnim klikom miSa odaberite redak Signed by...

e Odaberite opciju Validate Signature (Slika 29.):

! Adobe Reader - [BONPLUS FESTO. pdf]

',"; File Edit Yiew Document Tools Window Help
2 = @ L
Bl ooty i @ P sosen || Iosoeet @~ 1] o
‘You cannot save data tvped into this Form,

D,
Flease print vour completed Form if vou would like a copy For vour records.,

Options -
[=] Recipient Signatures

The Fallowing people have digitally counter-signed this document,

ERENSigned by DRAGUTIN KOVACIC 1,622

Signature validity is unknown: | etz SEriEiLre
Time: 2006,12,07 17:02:43 +01'00°

Reason: T am the author of this documer

Wigww Signied Yersion

I Pages\|§ Signatures

Properties...
Field: Signaturez(invisible signature) —

Document revision: 1 of 1

Slika 29. Validate Signature

Dobit ¢ete prozor Signature Validation Status (Slika 30.):

17



Signature Validation Status

Signature is YALID, signed by DRAGUTIN KovacIc 1.61,98.5.
- The Document has not been modified since this signature was applied,
- The Signer's Identity is valid.

| Legal Matkice. ., | [Signature Properties. .., ] [ Close

Slika 30. Signature Validation Status
Kliknite na opciju Close.

Nakon toga postupka dobit ¢ete ispravnu provjeru elektroni¢kog potpisa dokumenta. Na pocetku retka Signed
by... nestaje znak upitnika i pojavljuje se zelena kvacica, a u nastavku retka vide se podaci o potpisniku
dokumenta i o valjanosti potpisa (Signed by — potpis, Signature is valid — potpis valjan) (Slika 31.):

¥ Adobe Reader, - [BONPLUS FESTO. pdf]

"f: File Edit View Document Tools ‘Window Help

.3 Egaveacgpy =4 (:h_l ﬁSearch \\_IH]} Select E}

‘ou cannot save data byped inko this Form,
Please print wour completed Form iF you would like a copy For wour records,

Options -

Time: 2006,12.07 17:02:43 +01'00°

Reason: I am the author of this document

I Pages\li Signatures

Field: Signaturez(invisible signature)

Document revision: 1 of 1

Slika 31. Ispravna provjera elektronickog potpisa
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3. 1. 3. Postavke za provjeru potpisa i certifikata u Adobe Readeru v.8.0

Desnim klikom miSa odaberite redak Signed by... i nakon toga opciju Properties (slika 32.):

g BON-1 LANISTE.pdf - Adobe Reader
File Edit View Document Tools Window Help

S g e - S H e

|! Signatures
ﬁ( [=] Signatures =

The Following people have digitally counter-signed this document,

o =l "2, Signed by YFENA DETDEC 1 1834817248 1 —wasnapetrec@fina.hr
validate Signature

[= signature wali

Document yiew Signed Yersion as applied

Signer's ids cluded in wour list of trusted
B Time: 2009.0¢ Show Signature Properties.. .

GMT: 2009.09,02 06:44:27 2
Reason: 1.am the author of this docurnent
Field: Signature (invisible signature)
Docurnent revision: 1 of 1

Slika 32. Signed by — Properties

Otvorit ¢e se prozor Signature Properties (slika 33.):

Signature Properties x|
=
¢ ignature walidity is LIMKROWR.

Summary | bocument | Signer | Dats/Time | Legal |

Signed by: IVESNA PETREC 1.15345,17248.1 <vesna.petrec@fina.hr > Show Certificats. .. I

Reason: |1 am the authar of this document

Date: [2009/09/02 D8:44.27 +02'00' Location: [Mot available

walidity Summary

# The Document has not been modified since this signature was applied.

#» The signer's identity is unknown becauss it has not been included in your list of trusted
identities and none of its parent certificates are trusted identities.

1. Signature dateftime are From the clock on the signer's computer.

Signature was created using Adobe Acrobat 7.0.8,

validate Signaturs | close |

Slika 33. Signature Properties

Kliknite miSem na opciju Show Certificate.
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Otvorit ée se prozor Certificate Viewer, u kojem treba odabrati opciju Trust (slika 34.):

Certificate Viewer x|

This dialog allows you to view the details of a certificate and its entire issuance chain. The
details correspond to the selected entry.

™ show all certification paths Found

[= FINA Summary |Detai|s I Revocation I Trusk I Policiesl Legal Motice
VESMA PETREC 1.1534¢
l_L WESMA PETREC 1.15345.17248.1
FINA

Issued by FIMA

Valid from: 2008/12/01 08:32:50 +02'00°
Yalid to:  2010012/01 09:02:50 +02'00°

Intended usage: Sign kransaction, Encrypt keys

Export... |

KN — o

@ The selected certificate path is walid,

The path validation checks were done at 2009/09002 11:45:48 +02'00"
‘alidation Model: Shell

oK |

Slika 34. Certificate Viewer > Trust

Nakon klika miSem na Add to Trusted Identities dobijemo sljedeci prozor (slika 34.):

Acrobat Security |

'E If wou change the trusk settings, you will need to revalidate any signatures to
o see the change.,

Trusting certificates directly from a document is usually urwise, Are you sure
wou wank to do this?

(a4 I Cancel

Slika 34. Acrobat Security

Kliknite na OK i otvorit ¢e se prozor Import Contact Settings (Slika 36.) unutar kojega je potrebno kliknuti u
kvadrati¢ Certified documents:



Import Contact Settings il

- Certificate Details

Subject:  WESMA PETREC 1.15345.17248.1 <vesna.petrec@fina. hr=

Issuer: FINA
Usage: Sign transaction, Encrypt keys
Expiration: =2010.12.01 07:02:50 2

Trusk |

Trust this certificate For:

[v Signatures and as a trusted roat
¥ Certified documents

[ Dynamic content

[~ Embedded high privilege Javascript

Help | Ok I Cancel

Slika 36. Trust > Add to Trusted Identities
Kliknite na opciju OK.

Ponovnim klikom na OK u prozoru Certificate Viewer automatski Cete se vratiti na prozor Signature
Properties.

e U prozoru Signature Properties kliknite na opciju Close.
¢ Desnim klikom miSa odaberite redak Signed by...

e Odaberite opciju Validate Signature (kao na slici 29.).

Dobit ¢ete prozor Signature Validation Status (Slika 37.):

Signature ¥alidation Status

Signature is VALID, signed by VESMNA PETREC 1.15345,17243.1
% <vesna.petrec@fina.br =,
- The Document has not been modified since this signature was applied.
- The signet's identity is walid.

Legal Matice. .. I Signature Properties. .. Close

Slika 37. Signature Validation Status

Kliknite na opciju Close.

Nakon toga postupka dobit ¢ete ispravnu provjeru elektroni¢kog potpisa dokumenta. Na pocetku retka Signed
by... nestaje znak upitnika i pojavljuje se zelena kvacCica, a u nastavku retka vide se podaci o potpisniku
dokumenta i o valjanosti potpisa (Signed by — potpis, Signature is valid — potpis valjan) (Slika 38.):



gl BON-1 LANISTE.pdF - Adobe Reader
File Edit

= A

E Signatures

% [=] signatures

The Following people have digitally counter-signed this documment.
=] @ Signed by YESNA PETREC 1.15345.17248.1 <vesna.petrec@fina.hri
Signature is valid:
Time: 2009,09,02 08:44:27 +02'00'

Reason: I am the author of this document

View Document Tools ‘Window Help

Bt i+ ®&® [ -

Options =

Field: Signaturez (invisible signature)
Daocument revision: 1 aof 1

Slika 38. Ispravna provjera elektronickog potpisa

3. 1. 4. Postavke za provjeru potpisa i certifikata u Adobe Readeru v.9.1

Desnim klikom miSa odaberite redak Signed by... i nakon toga opciju Properties (slika 39.):

@ Signed and all signatures are walid.

E Signatures

7 - validate Al

Validate Signature

Signakur
DocU view Signed Yersion bure was
Sigre
T Aadd Yerification Information L am

Signatur - Show Signature Properties. ..
Last ChetfedT 2009, 00 0F [0 [2 o0 02 of

Field: Signaturel {invisible signature)

Click to view this version

Slika 39. Signed by — Properties

Otvorit ¢e se prozor Signature Properties (slika 40.):



Signature Properties

@ Signature is YALID, signed by web-bon.

Summary |D0cument I Signer I Date/ Time I Legal I

Signed by: |web-bon

Shaw Certificate. .. |

Reason: IBONl

Drake: I2DDQ,I'DS,I'31 11:10:12 +02'00°

Lacation: IHR

—Yalidity Summary

L@ The signer's idenkity is valid.

L@ The Document has nok been modified since this signature was applied.

1 Signature dakeftime are From the clock on the signer's computer.

Signature was created using Adobe Acrobat.

‘alidate Signature I Close

Slika 40. Signature Properties

(U ovom primjeru radi se o elektroni¢kom potpisu 'RGF/ IZVJESTAJI'.)

Kliknite miSem na opciju Show Certificate.

Otvorit ée se prozor Certificate Viewer, u kojem treba odabrati opciju Trust (slika 41.):




Certificate Yiewer E3

This dialog allows you to view the details of a certificate and its entire issuance chain. The
details correspond to the selected entry.

[~ show all certification paths Found

= FINA summary | petails | Revacation | Trust | Policies | Legal Matice
web-bon
L_L wieb-bon
FINA

Issued by:  FINA

Walid From: 200900623 14:22:40 +02'00"
Validto:  2011/06/23 14:52:40 +02'00°

Intended usage:  |Sign kransaction, Encrypt keys

Export,.. |

@ The selected certificate path is walid,

The path validation and revocation checks were done at 2009/03/31 11:10:12 +02'00"
‘alidation Model: Shel

QK |

Slika 41. Certificate Viewer > Trust

Nakon klika miSem na Add to Trusted Identities dobijemo sljedeéi prozor (slika 42.):

Acrobat Security | x|

If wou change the krust setkings, wou will need ko revalidate any signatures bo
. see the change.

il

By directly trusking the signet's identity wou are overriding all inberited trust
settings, Are wou sure you wank to do khis?

I, I Zancel

Slika 42. Acrobat Security

Kliknite na opciju Close.

Nakon toga postupka dobit ¢ete ispravnu provjeru elektroni¢kog potpisa dokumenta. Na pocetku retka Signed
by... nestaje znak upitnika i pojavljuje se zelena kvacica, a u nastavku retka vide se podaci o potpisniku
dokumenta i o valjanosti potpisa (Signed by — potpis, Signature is valid — potpis valjan) (slika 43.):



File Edit Y%iew Documert Tools ‘Window Help E 3
5 e - = =

B S e[ @@ - Y [ .

@ Signed and all signatures are valid,

Signatures

immmFina

Yalidate Al

Signature is valid: INFORMACIJA O BONITETU BON -1
Document has not been modified since this signature was
Signer’s identity is valid

Signature dateftime are from the clock on the signer's co e e
& Signature Details

Last Checked: 2009.09.04 15:20:00 +02'00° Il. FODAC! | POKAZATELJ POSLOVANJA ZA 2008. GODINU =

Field: Signaturel {invisible signature)

Click ko view this version R, PODACHS SARCELENMA
V. PODACI O POSLOVANJIU ZA RAZDOBLJE Il 2008. GODINE

V. STANJE NOVEANIH SREDSTAVA

I. OPCI PODACI O PCDUZETMIKU

Slika 43. Ispravna provjera elektronickog potpisa

3. 2. Iscrpnije o certifikatu u Adobe Readeru v.6.0/v.7.0/v.8.0/v.9.1

Ako zelite vidjeti pojedinosti o certifikatu, izdavatelju certifikata te o potpisniku dokumenta, to mozete uciniti na
sljededi nacin:

Desnim klikom miSa odaberite redak Signed by.... i nakon toga opciju Show signature Properties.
Pojavit ¢e se prozor Signature Properties.

Kliknite miSem na Show certificate.

Ako se koristite Adobe Readerom v6.0, otvorit ¢e se prozor Certificate Attributes, koji sadrzZi iscrpnije
informacije (slika 44.):




Certificate Attributes

X)

Certificate Policy Statement

Issued To: RGFI I2YJESTAIL, FINA

Issuer: FINA
¥alid: Z003/07,/30 to 2005,/07,/30

[ Wiew Issuer Policy Statement. ..

Version 1 Attribukes

Subject Distinguished Mame (D): CM = RGFL IZYIESTATL, C = HR, O = FINA, O..,
Issuer Distinguished Mame (DM): C = HR, O = FINA, OU = RDC

Serial Mumber: 3F1BCES]

Mot Yalid Before: 2003.07.30 16:19:56 2

Mok Yalid After: 2005.07.30 16:49:56 2 w
Exkensions
Key Usage: Sign transaction, Encrypt kews ~

Extended Key Usage: Mot specified
2.5,29,16: 3022800F 3230305333037333031 3631 3935360A81 0F 323030353037 3. ..
2.16,840,1,11353730.1.1: 03020640 W

Properties

MD'S Fingerprink: 165E 4496 DACO C36 1728 77aD CFST CO77F
SHA-1 Fingerprint: FAGD 572 741 SE60 EA0E FEEF 6ACT SCOE 6DFG B102

[ Export. .. ] [.ﬁ.dvanced Windows Details. .. ] [H.I'iew Issuer Certificate Information. .. ]

Slika 44. Certificate Attributes

Ako se koristite Adobe Readerom v7.0/8.0/9.0, otvorit ¢e se prozor Certificate Viewer - Summary’, koji sadrzi
iscrpnije informacije (slika 45.):

v verziji v.7.0 umjesto rije€i summary nalazi se rije¢ General.



Certificate Yiewer =]

This dialog allows you to view the details of a certificate and its entire issuance chain. The
details correspond to the selected entry.

™ Show all certification paths Found:

[=] FINA Summary: |Details I Revocation I Trust I Falicies I Legal Motice

WESMA PETREC 1.1534¢
WESMNA PETREC 1.15345.172458.1

el

Issued by:  FINA

FINA

Walid from:  2008/12/01 08:32:50 +02'00"
Walid to:  2010/12/01 09:02:50 +02'00"

Intended usage:  [Sign transaction, Encrypt keys

Export...

K i
a The selected certificate path is walid.

The path validation checks were done at 2009/09/02 13:00:37 +02'00°
Validation Madel: Shell

QK |

Slika 45. Certificate Viewer — Summary

Odabirom opcije Details otvara se sljedeci prozor (slika 46.):

Certificate ¥iewer |

This dialog allows you to view the details of a certificate and its entire issuance chain. The
details correspond to the selected entry.

[ show all certification paths Found

[= FIMA Summary  Details |Rev0cati0n| Trust I Palicies I Legal Matice I
VESMA PETREC 1.1534%
Certificate data:

| ame | ‘alue | -
= version 3
=l Signature algo... SHAL RSA
= sSubject cn=YESMA PETREC 1.15345.172...
m|  Issuer ou=RDC, o=FINA&, c=HR.
=] Serial number 3F 1D &1 6E
= validity starts 2008{12/01 05:32:50 +02'00°
B validity ends 2010{12/01 09:02:50 +02'00° =
—_ e ey

IC i

b The selected certificate path is valid,

The path validation checks were done at 2009/09/02 13:00:37 +02'00°
Validation Madel: Shell

QK |

Slika 46. Certificate Viewer — Details
Podaci u dijelu Certificate data:

e Subject (ime subjekta certifikata): vidi se da je FINA vlasnik certifikata na temelju kojeg je dokument

potpisan.
e Issuer (ime izdavaca certifikata): vidi se da je certifikat izdao RDC (Registar digitalnih certifikata) u FINA-i.



